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Specification 

1 . The disclosure is objected to because of the following informalities: 

a) On page 1 , last two lines, "a pieces of image" is not grammatically correct. 

b) On page 10, in the Brief Description of the Drawings, there are two brief 
descriptions of Figures 1-3. 

c) On page 25, at line 14, "hedder" should be changed to "header". 

d) On page 29, at line 1 , "institution" should be changed to "section". 

e) On page 30, at line 15,"using" may have been intended to read, "with". 
Appropriate correction is required. 

Claim Objections 

2. Claims 1 , 2 and 4 are objected to because of the following informalities: 

a) In claim 1, at the end of the clause before the semicolon, "comparing..." the 
comma is not needed. 

b) In claim 2, at the end of the claim, "an identification information a photographer 
of said photographic image" is not grammatically correct. 

c) In claim 4, at the end of the clause, "comparing..." the second comma should 
be removed. 

Appropriate correction is required. 



Application/Control Number: 09/981 ,920 Page 3 

Art Unit: 2623 

Claim Rejections - 35 USC §112 

3. Claims 1 and 4 are rejected under 35 U.S.C. 112, second paragraph, as being 
indefinite for failing to particularly point out and distinctly claim the subject nnatter which 
applicant regards as the invention. 

a) In claim 1, the clause starting, "regarding as an..." is not clear. There appears 
to be some word or words missing. Also, "regarding," as a step, is not understood. 

b) In claim 4, in the clause, "judging whether or not..." the phrase "said first and 
second image characteristic amounts acquired from said comparison" lacks antecedent 
basis. 

c) Claims not mentioned specifically depend from indefinite antecedent claims. 



Claim Rejections - 35 USC § 102 

4. The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(b) the invention was patented or described in a printed publication in this or a foreign country or in public 
use or on sale in this country, more than one year prior to the date of application for patent in the United 
states. 

(e) the invention was described in (1) an application for patent, published under section 122(b), by 
another filed in the United States before the invention by the applicant for patent or (2) a patent 
granted on an application for patent by another filed in the United States before the invention by the 
applicant for patent, except that an international application filed under the treaty defined in section 
351(a) shall have the effects for purposes of this subsection of an application filed in the United States 
only if the international application designated the United States and was published under Article 21(2) 
of such treaty in the English language. 

5. Claims 1-2 and 4-5 are rejected under 35 U.S.C. 102(b) as being anticipated by 



U.S. Patent 5,499,294 to Friedman. 
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As to claim 1 , Friedman discloses a method of preventing falsification of an 
image cf a produced image produced in an imiagingapparat^ 

extracting a first image characteristic amount by a specified algorithnn from said 
produced image in said imaging apparatus (column 4, lines 33-37; the hash is the 
image characteristic amount); 

recording identification information of said produced image in said innaging 
apparatus and said first image characteristic amount into a database of an 
authentication section which authenticates a status that there is no falsification in said 
produced image (column 4, lines 43-45; the public key is the identification information, 
the public key is stored with the encrypted hash); 

regarding as an authentication object image whose authentication is requested to 
said authentication section, extracting a second image characteristic amount by said 
specified algorithm from said authentication object image (column 6, lines 23-29); 

comparing said first image characteristic amount with said second image 
characteristic amount, in which said extracted authentication data and said 
authentication data recorded in said database have the same identification information 
(column 6, lines 23-51); and 

judging whether or not said authentication object image is falsified after said 
image production, based on consistency between said first and second image 
characteristic amounts acquired from said comparison in order to prevent said 
falsification of said produced image based on said judgment (column 6, lines 23-51). 
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As to claim 2, Friedman discloses the method according to claim 1 , wherein said 
imaging apparatus has a camera (Fig.SA), in which said produced image is a 
photographic image photographed by said camera, in which said identification 
information is an identification information of said camera or a file name of said 
photographic image or an identification information a photographer of said photographic 
image (column 4, lines 42-43; since the public key is unique to the camera, it identifies 
the camera). 

As to claim 4, Friedman discloses a method of preventing falsification of a 
produced image produced in an imaging apparatus, comprising the steps of: 

producing an image to acquire a first image data of the produced image in said 
imaging apparatus (column 5, lines 53-56), 

recording identification information for identifying said produced image by said 
imaging apparatus and said first image data of said produced image by said imaging 
apparatus into a database in an authentication section which authenticates that there is 
no falsification in said produced image (column 4, lines 43-45; column 5, lines 61-63), 

comparing a second image data of authentication object image which has been 
requested to be authenticated by said authentication section, with said first image data 
recorded in said databases in the said authentication section, in which said extracted 
authentication data and said authentication data recorded in said database have the 
same identification information (column 6, lines 2-51; here the image data are compared 
by comparing their hashes, i.e., characteristic amounts), and 
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judging whether or not said authentication object image is falsified after said 
image production, based on consistency between said first and second image 
characteristic amounts acquired from said comparison in order to prevent said 
falsification of said produced image based on said judgment (column 6, lines 2-51). 

Regarding claim 5, Friedman discloses the method according to claim 4, wherein 
said imaging apparatus has a camera (Fig.3A), in which said produced image is a 
photographic image photographed by said camera, in which said identification 
information is an identification information of said camera or a file name of said 
photographic image or an identification information a photographer of said photographic 
image (column 4, lines 42-43; since the public key is unique to the camera, it identifies 
the camera). 

6. Claim 7 is rejected under 35 U.S.C. 102(b) as being anticipated by U.S. Patent 
5,875,249 to Mintzer et al. 

As to claim 7, Mintzer discloses a method of preventing falsification of a 
produced image produced in an imaging apparatus, comprising the steps of: 

sending authentication data from an authentication section for authenticating a 
status that there is no falsification in a produced image which is produced by said 
imaging apparatus to said imaging apparatus (column 6, lines 43-47), 

recording said authentication data and identification information for identifying 
said produced image of said imaging apparatus into a database in said authentication 
section (column 6, lines 36-38), 
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attaching said authentication data to said produced image or embedding said 
authentication data into said pnDduced image, when said imaging aipparatus produces 
said produced image, extracting said authentication data from an authentication object 
image which has been requested to be authenticated in said authentication section 
(column 6, lines 25-27), 

comparing said extracted authentication data with said authentication data 
recorded in said database, in which said extracted authentication data and said 
authentication data recorded in said database have the same identification information, 
(column 6, lines 57-64) and 

judging whether or not said authentication object image is falsified after said 
image production, based on consistency between said extracted authentication data 
and said authentication data acquired from said comparison in order to prevent said 
falsification of said produced image based on said judgment (column 6, lines 57-64). 

7. Claims 1-3 and 7-9 are rejected under 35 U.S.C. 102(e) as being anticipated by 
.S. Patent Application Publication 2003/0065922 to Fredlund (hereinafter "Fredlund"). 

Applicant cannot rely upon the foreign priority papers to overcome this rejection 
because a translation of said papers has not been made of record in accordance with 
37CFR1.55. See MPEP§ 201.15. 

As to claim 1 , Fredlund discloses a method of preventing falsification of an image 
of a produced image produced in an imaging apparatus, comprising the steps of: 
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extracting a first innage characteristic amount by a specified algorithm from said 
produced image in said imaging apparatus (paragraphs [0037], [0038] and [0041]; the 
values which make up the authentication signature, created when applying the 
signature data to the digital image, or checksum data, etc.); 

recording identification information of said produced image in said imaging 
apparatus and said first image characteristic amount into a database of an 
authentication section which authenticates a status that there is no falsification in said 
produced image (paragraphs [0040] and [0042]; the ID and the authentication signature 
are stored); 

regarding as an authentication object image whose authentication is requested to 
said authentication section, extracting a second image characteristic amount by said 
specified algorithm from said authentication object image (paragraph [0055]); 

comparing said first image characteristic amount with said second image 
characteristic amount, in which said extracted authentication data and said 
authentication data recorded in said database have the same identification information 
(paragraphs [0057] and [0058]; and 

judging whether or not said authentication object image is falsified after said 
image production, based on consistency between said first and second image 
characteristic amounts acquired from said comparison in order to prevent said 
falsification of said produced image based on said judgment (paragraph [0058]). 

As to claim 2, Fredlund discloses the method according to claim 1 , wherein said 
imaging apparatus has a camera (Fig.1), in which said produced image is a 
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photographic image photographed by said camera (paragraph [0007]), in which said 
identification information is an identification information of said camera or a file name of 
said photographic image or an identification information a photographer of said 
photographic image (paragraph [0040]). 

As to claim 3, Fredlund discloses the method according to claim 1 , wherein said 
imaging apparatus has a computer in which said produced image is a computer 
graphics image produced by said computer or an image which has been image- 
processed by said computer (paragraph [0062]), and said identification information is an 
identification information of said computer or a file name of said produced image, or an 
identification information of a producer of said produced image (paragraph [0040]). 

As to claim 7, Fredlund discloses a method of preventing falsification of a 
produced image produced in an imaging apparatus, comprising the steps of: 

sending authentication data from an authentication section for authenticating a 
status that there is no falsification in a produced image which is produced by said 
imaging apparatus to said imaging apparatus (paragraph [0035]), 

recording said authentication data and identification information for identifying 
said produced image of said imaging apparatus into a database in said authentication 
section (paragraphs [0040] and [0042]), 

attaching said authentication data to said produced image or embedding said 
authentication data into said produced image, when said imaging apparatus produces 
said produced image, extracting said authentication data from an authentication object 
image which has been requested to be authenticated in said authentication section 
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(paragraph [0043] states that the image may be "marked" or "encoded", innplying the 
attachment or embedding of the authentication signature), 

comparing said extracted authentication data with said authentication data 
recorded in said database, in which said extracted authentication data and said 
authentication data recorded in said database have the same identification information 
(paragraph [0058]), and 

judging whether or not said authentication object image is falsified after said 
image production, based on consistency between said extracted authentication data 
and said authentication data acquired from said comparison in order to prevent said 
falsification of said produced image based on said judgment (paragraph [0058]). 

As to claim 8, Fredlund discloses the method according to claim 7, wherein said 
imaging apparatus has a camera (Fig.1), in which said produced image is a 
photographic image photographed by said camera (paragraph [0007]), in which said 
identification information is an identification information of said camera or a file name of 
said photographic image or an identification information a photographer of said 
photographic image (paragraph [0040]). 

As to claim 9, Fredlund discloses the method according to claim 
7, wherein said imaging apparatus has a computer in which said produced image is a 
computer graphics image produced by said computer or an image which has been 
image-processed by said computer (paragraph [0062]), and said identification 
information is an identification information of said computer or a file nanne of said 
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produced image, or an identification information of a producer of said produced image 
(paragraph [0040]). 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject nnatter sought to be patented and 
the prior art are such that the subject nnatter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 3 and 6 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Friedman. 

As to claims 3 and 6, Friedman does not disclose that the imaging apparatus is a 
computer. However, the Examiner takes Official Notice that using computers as 
imaging apparatus is well known in the art. It would have been obvious to one of 
ordinary skill in the art to adapt Friedman's invention to a connputer imaging apparatus 
because of the proliferation of computers in the art of image processing. . 

10. Claims 8 and 9 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Mintzer. 

As to claim 8, Mintzer does disclose that said imaging apparatus has a camera, 
in which said produced image is a photographic image photographed by said camera. 
However, the Examiner takes Official Notice that cameras, such as digital cameras, are 
well known in the producing images. It would have been obvious to utilize such an 
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imaging apparatus as a camera due to its convenience, as well as the added benefit of 
providing authentication to the camera. 

As to claim 9, Mintzer disclose that said imaging apparatus has a computer, in 
which said produced image is a computer graphics image produced by said computer or 
an image which has been image-processed by said computer (e.g., Fig.1, elements 
101, 102). 

Neither of claims 8 or 9 disclose that said identification information is an 
identification information of said computer or a file name of said produced image or an 
identification information of producer of said produced image. The Examiner takes 
Official Notice that such identification is well known. It would have been obvious for one 
of ordinary skill in the art to utilize such identification information because it would allow 
accurate identification of the image to further ensure proper authentication may be 
made. 

1 1 . Claims 4-6 are rejected under 35 U.S.C. 1 03(a) as being unpatentable over the 
combination of Fredlund and U.S. Patent Application Publication 2002/01 14452 to 
Hamilton. 

As to claim 4, Fredlund discloses a method of preventing falsification of a 
produced image produced in an imaging apparatus, comprising the steps of: 

producing an image to acquire a first image data of the produced image in said 
imaging apparatus (paragraph [0029]), 
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recording identification information for identifying said produced image by said 
imaging apparatus into a database in an authentication section which authenticates that 
there is no falsification in said produced image (paragraph [0040] and [0042]). 

judging whether or not said authentication object image is falsified after said 
image production, based on consistency between first and second image characteristic 
amounts acquired from a comparison in order to prevent said falsification of said 
produced image based on said judgment (paragraph [0058]). 

Fredlund does not disclose storing said first image data of said produced image 
by said imaging apparatus and comparing a second image data of authentication object 
image which has been requested to be authenticated by said authentication section, 
with said first image data recorded in said databases in the said authentication section, 
in which said extracted authentication data. However, in the same environment, 
comparing the image data is well known as evidenced by Hamilton (sentence which 
bridges the left and right columns on page 3). It would have been obvious to one of 
ordinary skill in the art to modify Fredlund's system according to the teachings of 
Hamilton because direct comparison of the image data itself, would yield more precise 
results. Note that according to the Fredlund system, the authentication data recorded in 
said database would have the same identification information (paragraphs [0057] and 
[0058]). 

As to claim 5, Fredlund discloses the method according to claim 4, wherein said 
imaging apparatus has a camera (Fig.1), in which said produced image is a 
photographic image photographed by said camera (paragraph [0007]), in which said 
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identification information is an identification information of said camera or a file name of 
said photographic image or an identification information a photographer of said 
photographic image (paragraph [0040]). 

As to claim 6, Fredlund discloses the method according to claim 4, wherein said 
imaging apparatus has a computer in which said produced image is a computer 
graphics image produced by said computer or an image which has been image- 
processed by said computer (paragraph [0062]), and said identification information is an 
identification information of said computer or a file name of said produced image, or an 
identification information of a producer of said produced image (paragraph [0040]). 
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12. The prior art made of record and not relied upon is considered pertinent to 
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U.S. Patent 6,285,775 to Wu et al. discloses a watermarking scheme for image 
authentication. The patent does not disclose the storing of the waternnark and ID 
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